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~Which NoSQL solution2-
' Simplified NoSQL Decision Tree

Yes
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SCCUMULO T_here_ are a |ot.of

‘plaees to fit -

Cluu{l/pp[N[W«I0 51l ond Accumulo.
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Wh'dfr Is sdrrl?’ s

™ Based on Accumulo

-

" A proven,secure, mulfi ’rendnT dd’rd pld’rform for buﬂdmg real-fime.
dppth’nons » - S

- e
-
= - -
- - -

- SCdIes elds’rICdHy to tens of petabytes-of dataand enables
_organizations to eliminate their infernal datarsilos > .

” -

— f' Sedmlesginteg{dTion with Hadoop, and mos’r of its variants-

-
.

" Providing a.supply for a much needed security demdnd (ground-

upsecun’ry) N B

- o it

f-~-"’""”‘AIreddy deployed dnd utilized by defense andr govemmen’r
industries -



-~ Ahistory of squl -~

NSAopen Accumulo becomes

sources a top-level Apache First sqrrl
Accumulo into | project release planned

incubation at
Apache

Google
publishes
. Bigtable paper |
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f Google Publishes
Papers:
GFS (2003)
.. Map Reduce (2004)

NSA begins
development of
Accumulo

sqrrl is founded




A Sqm’-s__GrC’hi'-"re_c’rU"r_e._ S = < _- :

o 5QL, Full-text
: sear;’r’;;;af:gcsé ® 4 Real-Time B8
A o Plug-ins for fine- Analytics B
" pistont, encypias - 3. Security
i Streaming ingest =
and JSON support L = 2. Data )
- E - © sqrrl, Inc.



~Whatis Accumulo? -
= De_velobmen_+ began e’rfrhe NSA in 2008 -

* Base foundation for sgrrl - ' 2 ' = g

= Cell-level security reduces the cost of app development;
circumnavigating complex, sometimes impossible, legal or
policyrestrictions - @

- -
- -

T -

-

—= Provides the apility to scale to >PB levels ~ -

- - ~ -

" Highly adaptive schemqqrjd -sor’redvkey'/volue paradigm

= Stores key/value pairs in parsed, sorted, secure contrels - _

- - -
-



Hadoop Analytic Apps / Data Schema
Integration

.
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Custom Analytics

I.-'r

Visualization Exploration CSV export

|

aCCcurmuLo

Data Ingest Data Storage

Data Management

___©sqgrl, Inc.




“How does AcCu_mQIQ provide security?

“m Security Labels are opplied"ro keys

« . Cel[ level security is implemented e ollow for securl’ry pohcy
enforcemen’r usmg data Iobeler ’rogs

- -

" _These pthesore opphed when dc’rq |s-inges’red S @& =3

= Tablets contain data, are cfon’rrOIIed using-security policies

-

—— B Stores key/volue pairs-in porsed sorted, secure controls, a 5- -tuple

keysys’rem P o

-
-



: ACCU m_Ulo SeCUHTy (cont)

" Why Cell-Level Security Islmportént: : 5

Many datarbases insufficiently implement securlty through rew-and column-
level restrictions. Columin-tevel.security is only sufficient when the data
schemais static, well known; and aligned with security concerns.”"Row-level
security breaks down when a single record conveys multiple levels of >
informatien. The flexible, fine- -grained-cell-level security within Sqrrl -

- Enterprise (or its rootAccumulo) supports flexible schemas, new indexing
—patterns;-and greatér analytic adaptability at seale.”

- -
-
-

-



~ Accumulo-Security o

-~ An"Accumulo key is a §4tuple key, _coﬁsiétiné of:

-

= —Row: Controls Atofﬁicity R o = g
. CoILin)n Family: Controls Locality e 8
‘= __Column Qualifier: Contfc.)-ls' Unigueness _ ~ - “ (oJues or _by’re drrcys) ]
e Visibility Lgbelz Controls Access ] : o - . _ P . e
- - Timestamp: Co;wtrols Versioning | - - ; ~
: Keys are sorted: - - - et ,
. P Hi'er%\r;higally: Row first, then{:o,lumn'famxily, and soon~ -
5 . “Lexicographically: Compare first byte, then second, and so on



Jane Doe
i Jane Doe
B John Doe

John Doe

John Doe
John Doe
John Doe

John Doe

ACCUI’T\_U'O SeCUFITy (cont) ==

Friends

Phone
Number

Friends

Notes

Test Results

Test Results

Test Results

Test Results

John Doe 20121130

555-1212 20090115

Jane Doe D 20121201

PCP PCP_ID 20120912

Cholesterol JD|PCP_JD 20120912

Mental Health JD|PSYCH_JD 20120801

Mental Health PSYCH_JD 20120801

X-Ray JD|PHYS_JD 20120513

1010110110100...

Patient suffers
from an acute ...

183
Pass

Crazy!




“ Accumulo Architecture -

- Accumulo servers (’rcﬁble‘rs) utilize a m-ul‘rijrude—of big data
- ‘rechnologles but their layout is different than MOp/Reduce HDFS,
~.MongoDB.. Cossandra etcs used alone.

* Dataisstored in HDFS ' - ] -

-

\
\

- Zookeeperisru’rilize'd_fér configuration management .

-

-

= SSH, 'possvi/ord—less, node configuré’rién N _ >

"= Ap emphasis, ‘more of an |mpero’r|ve ondata model ond data
model design -

- S - D= et -



‘Accumulo Architecture con)

Data Distribution

= - Assignment

-” 4 - Partitioning / D
= /

- /

Tablet Servers
3 _—
'b._\_-*

" Nabletsg—\ - —8
- = Partitions of tables, ColleCTlons ol sor’red »
P key/value pairs
- = Held and managed by TobIeT Servers

-



‘Accumulo Architecture ey~ - - -

e - . = Recelve-writes, responds to.reads, fronr
= . - clients , —w= ) -

- - Tablet Servers — -
2 - Writes to a write-ahead log, sorting new
g . : key/value pairs in memory, while

_, - periodically flushing sorted key/value
; pairs to new files in HDFS

Authority,

Tablet Server

Zookeeper

Configs

Zookeeper

= Manhaged by Mcr's‘rer S -

= Responsible for detecting-and
- responding to Taklet Server failure, -

Zookeeper

Tablet
Delegate > -

Authority,
i Tablet Server

,
- load balancing v -
Master “ - T 5 3 5 e
p— Sk o = Coordinates startup, graceful
p—— rablet sorver ~ shutdown,-and recovery of write-
_ ahead logs _

: Tablet o = = [ookeeper ' =
- ‘ — s - = An-apache projeet, open source
Collector  |E—_ D r =
—— = = Utilized for distributed locking
. e __—mechanism, with-n@ single point of

> — failure

-



~Integration with users/access

The Visib]li’ry—bbels_cafe a feature thaf is unique to Accumulo. No other
-~ database olely apply-access controls af'such a fine-grained level. . :

Labels are generated
by translating an

- organization’s existing _
data security and

~ information sharing
policies into Boolean

- Policies - Attributes ~_—expressions . _ .

End Users

- - Labeler |  Accumulo i' il

: -
-

' .]. Gather an organization'’ S lnformo’rlon security pohues ond dlssec’rrng them into data--centric
~and user--centric componen’rs ) -

2. As data is ingestedinto Accumulo, a do’ro—lobeler tags individual key/volue pairs with the
appropriate data--centric visibility labels based on these poI|C|es : -

3. Datais then stored in Accumulo where it i is available for redl--time queries by eperational
qpphco’nons End users are authenticated through these oppllco’rlons and duthorized to
~ access underlymg data

4. Asap end user performs an operationvia the app(e. g performs a search request), the
visibility label on each candidate key/valuepair is checked against his or her O’r’rrlbu’res and
only the data that he or she is authorized to see |s refurned.



Mdkihg sqrl w_érk_'_

sgrrl’s extensibility. of Accumulo allows it to process

millions of records per second, as either static or
-streaming objects-

_ These records are converted info_hierarchical JSON 5
__documents, giving-document store capeabillities

- =
=
-
- - -
e -
-
-

Possmg Thls date fo The analytics layer is-designed fo > ' ]
___make integration and development of real- time ~ B _'
\ onaly’ncs possible, and accessible - “ '

-
-

-
-
-—

- -
-

-
.

Combmlng access at the celbevel, with Accu.mulo

sqrrl integrates ldentity and Access Management
~ (IAM) systems (LDAP, RADIUS etc.)

T -

- 2



-~ Making samfwork ey - - Apachethit
g qr : b,k _ Enables development in
| P - = ) _ < = diverse language cheices
- Sqgrrlrocess - - > < . .
. : Custom iferators, providing de-velo'pers with real-time - =
» Apache Lucene: cgpabilities, such as full-text search, graph analysis, and
= = z s’rq’ris’rics, for analytical-applications-and dashboards. > =

z . Woeaton'  Custom analyics  Eeel T Explovaioh G5V dipert -
'- , SpHeduEe] | - csv | o~ <
HDFS:
- File Storage system,
’ compatible with
Data Ingest: , ‘ e
- g a7 both open source
- JSON, or graph ) S L= st (OSS) and
format Data Storage commercial
—_ Data Management versions
P Apache Acecumulo: W —
= The core of tfransactional and online %

A - analytical data processing in sqrrl Nt

e -y —



~Who s _éqkrl :f'Or?-' =

- €TOs/CIOs: Unlock ’rhe volue in fractured and unstructured do’rose’rs
~ACross your. orgemzehon

. Developers: More easily creo’re epps on ’rop of Big Do’ro and =
. d|s’reru‘red databases . =

-
-
= - -
a2 - -

. ,Infrasfructure Managers: Slmpllfy odmlnls’rro’rlon of Big Data ’rhrough
_highly sc:oleble and mulfitenant distributed.systems 2

- -
-

| _Dqtq Analysts: Dig deeper into yourdata using advanced analytical
- techniques, suc‘:h as graph onolysis -

-

T - -
-

R Business Users: Use Big Dc:’ro seemlessly Yile opps developed ontop -
of sqrrl em‘erprlse r - -

-
-



S sqr'rI:/ACCUrﬁuIQ'Wro p-up

Accumulo bndges ’rhe gap for security perspectives that res’rrlc’r
> " O- large swo’rh of industries

- - -

- ="

. - sqrrl. _combines the best of ovcildble Te‘cﬁnélogies -
- o= . develops and contributes their own, and deS|gns =
= = B ng epps for blg dCITCI - - ;

-

Accumulo Sé’fub: ) R N =
_l—1Installation of HDFS an'd"Z"boKeeper must insfalled and eenfigured

2. Password-less SSH should be configured betweenall nodes (emphasized master <> tablet)

3. Installation of Aceumulo (from http:/7/actumulo.apdche.org/downloads/Using

http://accumulo.apache-org/T.4/user manual/Administration.ntet#installation

e _— — D < -r

/,Or/ge"r’sm;r’red usingjheir—AMI"(H’r’rp://www.sqrrl.cer'ﬁ/.downlooqs#ge’rﬁhg‘—é’ror’red)

- = — -


http://accumulo.apache.org/downloads/
http://accumulo.apache.org/1.4/user_manual/Administration.html#Installation

